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Unlock procedure for SFD
(Vehicle Diagnostic Protection)

We wish to inform you that, as of 2020, Volkswagen AG will introduce a new
procedure for Vehicle Diagnostic Protection (SFD). In order to utilise the SFD
procedure, it is necessary for users to be registered in advance on the SFD back
end.

The aim of SFD

Product analyses in the VW Group have shown that there is an increased
requirement for protection of data in vehicles. This is also the case for Vehicle
Diagnostic Protection. The previous procedure (activation of security access by way
of a 5-digit login code) no longer conforms to the state of the art. As of 2020 —
beginning with the market entry of the MQB37W (Golf 8) — there will be a cross-
brand introduction of the SFD procedure in order to provide Vehicle Diagnostic
Protection.

SFD will be introduced in two project stages:

Stage 1 comprises access protection of protected diagnostic objects in control units
and the verifiability of this access on an individual level. The protection requirement
will be defined for specific control units and diagnostic objects. The protection
requirement is limited to specific writing services (codings, adjustments,
parametrisations) and routines. Normal reading services (e.g. readout of control unit
event memories) will not be SFD-protected. The functions of data string downloading
with boot loader data strings, flashing and/or update programming as well as flash
data security are also not affected by SFD.

Stage 2 includes, as a supplement to stage 1, tamper protection of diagnostic
contents upon integration of the diagnostic contents by end-to-end safeguarding of
diagnostic data between VAG IT back end systems and control units.

In order to be able to log access to diagnostic contents requiring protection in future,
the IT security organisation requires strong user authentication to be enforced. It is
therefore necessary to use two-factor authentication, which can be implemented, for
example, by using

« PKl-cards

- SecurlD-cards

« Applications that generate one-time passwords (e.g. Google Authenticator or
Microsoft Authenticator).
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In a first transition phase, however, weak authentication by way of a username and
password will initially be introduced when using the Dealer Portal. The transition to
strong authentication by means of the Group Retail Portal will be developed in
parallel.

The SFD process requires the vehicle diagnostic tester to have an online connection.

Functioning of SFD
Two methods will be offered: online activation and offline activation. The offline

activation is a fall-back solution in the event that, for example, the online connection
of the vehicle diagnostic tester in the workshop is unavailable at short notice.

1. Online activation (standard case)

Diagnosis tester (e.g. ODIS) SFD back end Control unit

» sending request to the SFD back end » creating and signing activation token » checking activation token
» administrating all users users
» Logging accesses for future evidence

Components involved:

« The control unit in the vehicle contains the diagnostic objects to be protected
and grants or refuses access.

- The vehicle diagnostic tester is operated by the user in order to select
diagnostic objects in the control unit.

« The SFD back end contains the user database with authorizations and issues
activation tokens.

Basic process:
1. Itis a prerequisite that the user is registered in the SFD IT back end and in
the Dealer Portal (in future, the Group Retail Portal).

2. The user would like to carry out SFD-protected services on one or more SFD-
protected control units as part of a vehicle diagnosis.
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The control unit reports that it is SFD-protected and asks for an activation
token.

The vehicle diagnostic tester sends an activation request with the 1D mark of
the control unit and the desired scope to the SFD IT back end.

The SFD IT back end checks and authorizes the request and sends a signed
activation token to the tester. The SFD IT back end logs the access (user ID,
CU ID mark, time etc.).

The vehicle diagnostic tester sends the activation token to the control unit.
The control unit checks the activation token and grants access to the relevant
diagnostic object.

2. Manual SFD activation (offline — fall-back solution)

Process for an offline activation:

1.

2.

A direct online token generation with the vehicle diagnostic tester does not
work.

The workshop employee saves the activation request structure of the control
unit that will be necessary for the generation of the token.

The user logs into the Dealer Portal (in future, the Group Retail Portal) using a
different computer and accesses the token generation website of the SFD
back end via the SFD application.

The user enters the activation request structure of the control unit, generates
an activation token with it, and copies this over to the vehicle diagnostic tester
(e.g. using a USB stick).

The user executes a function on the tester in order to send the activation
token manually to the control unit.

The control unit checks the activation token and grants access to the relevant
diagnostic object.

Registration of users in the Dealer Portal and inthe SFD | T back end

Upon the introduction of SFD in the first half of 2020, diagnostic users must be in a
position to authenticate themselves in the SFD IT back end in accordance with the
two activation options described above. In order to achieve this, it is necessary to
register on the SFD back end in advance.

The local administrators of the Dealer Portal only have to assign the standard role in
the “SFD” application to the affected users in the “Local user administration”.
Synchronisation with the SFD IT back end then takes place overnight, so the users
are able to execute SFD-protected functions after no more than 24 hours .
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If there is no local administrator in your company, please contact the respective
importer.

VOLKSWAGEN AG Dealer portal.
et Portal Administration.
B Basedata | Applications

Allowed applications

+ Marketingportal
B administrate + ODIS eShop
+ Online-Produkttraining {Volkswagen Welt]

+ Service Key

- 5FD

Standard-Rolle

+ Volkswagen [nTo
+ Wolkswagen Nutzfahrzeuge Infolet
+ Volkswagen ServiceNet

+ Wartungskalender

=

Authentication of users during the diagnostic session
1. Working with Guided Fault Finding (recommended)

In a diagnostic start-up via “Guided Fault Finding” (recommended), essentially
nothing changes for the user, because upon logging into the Dealer Portal at the
start of the diagnostic session, the login details are used automatically to generate
the SFD activation tokens.
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VIN | WVWZE | _. -
Self-diagnesis
¥ Using guided fault finding =

| Q Flash re-pragramming

Group system login (a3 Testinstruments

User name DP* S EEEEEE—
e r i | 2 | ﬂ Infa

Password l““|

[Ltegin.| b o AU

¥
Please log into the Group system in order to pedorm a task-based diagnosis. L
Data 3
T 3 Extras %
| Start diagnosis| | Cont fiagr
Help ¥
Information 4
Copyright by Volkewagen AG. All rights reserved, especially but not bmited to duplication, distribution and making publicly svailable. | » | | m " o =

After this log in, necessary SFD activation tokens for work on the control units are
generated automatically in the background.

After vehicle identification and reading DTCs you select an SFD-protected function
(in the example, online coding) on an SFD-protected control unit (in example 15,
Airbag):

Importer: Vehicle identification no.: W o t 5 =
Dealer: Engine: all engine codes !
Job: — [4] i)
Controt urils|Juhs]DISS|TPl Test plan iSpedaI ﬁ.mcﬂcnsl Operating modes =
Tests for the complets vehicle @ Diagnosis
Tests ¥ | . Self-diagnesis

0025 - Immobilizer functions

ap R (a3 Testinstruments J

00SF - Information electronics 1| J794 | ‘
Infia

Ui Adrmin B

Software version management

- Adapt software {offine). Protocol #
=4 S
Adapting software .| pam ¥
= [ Godeonline conirol madiie
- Extras %
- Ctrl. module software configuration e =
SYS_X_X_1_0711_X_SERVICE42_SG_CODIEREN@00011 © | Information ¥
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Afterwards you have to log in again for online coding (Service 42 / SVM), as was
also the case previously:

qmj%mmmws%_-sn | = _@ g
Importer: Vehicle identification no.: W 8 t “ 2
Dealer: Engine: all engine codes Q
Job: - g i
; —— —— 1 -
|oiss|Tri| | Sequence Operating modes £
| |
Code control module online (S42) :
Login

Next the data will be transferred onfine
For this, a connection must be set up

- Connect vehicle diagnostic tester with appropnate hardware to your online network

- Next, enter user name and password
Done/Confinue

© DMS-BBlogon

Protocol #
User name DP
Password  sewws| Data ¥
— ] Extras %
{ w | Adopt ‘Cance!|
. 4 pr ¥
Information #
2 : =
&) = I*J =
Exscuion of the teat i 1 |

The SFD-protected airbag control unit has been automatically opened for the write
operation and the coding has been carried out successfully:

Importer: Vehicle identification no.: W .'..ﬁ
Dealer: Engine: all engine codes t@ \o @

Job: - g i
' —— —— - =l
|oiss|Tri| | Sequence Operating modes £
| |
|
Code control module online (S42) » DonelContinue e ~ "
Evaluate condition |
Coding of the system Airbag was not successful
ey
L3 Testinstruments J
| ﬁ Infa |
E
Protocol £
Data 3
Extras %
Help ¥
Information #
—= e : -
@ I( |‘( Cancel test | I* | |ﬁ
Exscuion of the teat L' |
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When using Guided Fault Finding SFD-protected control units are automatically
locked at the end of the diagnostic session.

2. Working with Self-diagnosis: online activation

In a diagnostic start-up via “Self-diagnosis”, after selecting a control unit you can
establish whether the control unit is SFD-protected using the “Display measured
values” function (Measured value [MAS 18157]_SFD activated status). In order to
activate it, select the “Access authorization” option:

Importer: Vehicle identification no.: WVW -
. @ fy ‘o v
Dealer: Engine: all engine codes Jl
Job: - s i) H
Control units Resullsi Operating modes &

Measured values - Show measured values

[ & Self-diagnosis
0015 - Airbag (UDS / ISOTP / SWAG59855A / D500 / 006 | EV_AirbaVWA0SMEVW3SX / 001024) Access authorsation = 0|

Fault memory

Name Value Identification 2 ||| el dallen
[MAS 18157 SFD activated status Actuator diagnosis | L_r_! Testinstruments |
Basic setting -
Role of vehicle diagnostic to be protected No activation active Coding cydes | & Info
Code bus master —_—
Type of vehicle diagnosiic to be protected Mo activation active Measured values s | ‘y Admin | g

Status of vehicle diagnostic 1o be protected SFD individualization feature set

Protocol ¥
Duration of vehicle diagnostic to be protected  No activation active
Data 3
Extras ¥
Help ¥
| | | ‘ | Information 5
| =
1+ :

0019 - MW 0015 - MW x !»: E‘i 0 |

EV_ArbnVWAOSMEVWIEX_001028_d Reading messured values: (%)
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Then select the “Online activation” use case (standard case):

55 Offbosrd Diagnastic Information System Serrice - 523 3 : e 0] |
Importer: Vehicle identification no.: W 4

Dealer: Engine: all engine codes ,.ﬁ f‘! \°

Job: - 0 &)

| Controf units | Results | e Accen _ | | Operating modes Y] =
Measured values - Show measured values Information
D015 - Alrbag:

0015 - Airbag  (UDS / ISOTP / SWAS58655A / 0500 / 0Q)

Name Vg

[
| oW ‘ |L§BTestinsIruments

4 incycles |@ Info

0 s | | Admin e

[MAS18157]_SFD activated status

Roale of vehicle diagnostic to be protected NG Activation Information

Role cumently activated  No activation active
Type of vehice diagnostic to be protected Ng Activation type No acilvation active
Minutes cumenily left No activation active
Status of vehicle diagnostic lobe protected  SHI  actvation staus SFD individualization feature set

Protocol ¥
Duration of vehicle diagnostic to be protected  Ng

Data ¥

Extras ¥

Help ¥

1 | Information 4
=] < .

0019 - MW | 0015 - MW $74 !*] |m| a

'Ewmvumwm,mm  d ' e |

Then log in with your Dealer Portal login details:

5 Offcars Diagnostc Information System Serysce = 5.23 i = =

= = = = = =
Imyj = Vehicle identification no.: WVW
$ Engine: all engine codes '-" f‘! \°
Job: = 0 Y
'..Conlml units | Results|
Measured values - Show measured values
0015 - Alrbag (UDS / ISOTP / SWAS59B55A / 0500 / 006 | EV_AlrbaVWA0SMEVW3SX / 001024) Access authorisation -_| E|
MName \-"4 i adoe . B 2 Refresh

|
| oW ‘ |L§BTestinsIruments

¥ Incycles |@ Infa

0 s | | Admin e

4 [MAS 18157 SFD activated status

Role of vehicle diagnostic to be protected

Type of vehice diagnostic to be protected

Status of vehicle diagnostic 1o be protected

Protocol #

Duration of vehicle diagnostic to be protected tvation ac| Username DP12345
Password  eeess| | Data ¥
Extras %
Help ¥
=T | Inix n ¥

] [=] < e .
————
| EV_ AbrbuVWAOSMEVW3SX_001020_d Reading measired values: (0%) |

The activation status displays the activated role and the remaining activation period:
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£ Offbcard Disgnostic Information System Seryke - 523 £

Importer: Vehicle identification no.:
Dealer: Engine:
Job: =
| Controt units | Results
Measured values - Show measured values
D015 - Alrbag:
0015 - Airbag  (UDS 7 ISOTP { SWASS8655A / 0500 / 006 | EV_Airba) -
Mame Value E
[MAS 181571 SFD activated status. | La3 Testinstruments J
Roale of vehicle diagnostic to be protected Basic Activation information | ﬂ Infa
Role cumently activated  Basic I
Type of vehicle diagnosiic to be protected Short: ime-cof Activation type Short: time-controlled 5 qg Admin 1
i P Minutes cumenily keft [VO]_89 min
Status of vehicle diagnostic 1o be protected SFD individual Actval SFD Individualization f ok N— .
Tl
Duration of vehicle diagnostic to be protected  [VO]_89 min
Configure function Data %
Use case  Oniine activation =
Extras %
——e S
i w | IaeumMBmcmnmum | Ext | Help ¥
—o— Information 4
] (=]
I e - - S
0015 - MW X » = O
| EV_ ArbaVWADSMEVIWISX_001025_d b —_—

3. Working with Self-diagnosis: manual SFD activat  ion (offline)

If there is no online connection from the vehicle diagnostic tester to the workshop
network, after selecting “Access authorisation” select “Manual SFD activation”:

£ Offbcard Disgnostic Information System Seryke - 523 £

Importer: Vehicle identification no.:
Dealer: Engine:
Job: =
| Controt units | Results
Measured values - Show measured values
D015 - Alrbag:
0015 - Alrbag (UDS / ISOTP / SWASS0855A / 0500 / 006 | EV_Alrbal o
Mame Value E
[MAS 181571 SFD activated status. | La3 Testinstruments J
Roale of vehicle diagnostic to be protected Mo activation Activation information | ﬂ Infa
Role cumently activated  No activation active |
Type of vehicle diagnosiic to be protected Mo activation 3 Activatlon type Mo actlvation active 5 LB Admin
n : Minutes cumenily keft No activation active
Status of vehicle diagnostic 1o be protected SFD individual Actval " SFD indhidusization Teature set o .
Tl
Duration of vehicle diagnostic to be protected Mo activation
Configure function Data £
Use case |Manual SFO achvaton |
Online activation Extras %
Manual SFD activation
Help ¥
—o— Information 4
] (=]
==l I - - - S
0015w X » H O
| EV_ ArbaVWADSMEVIWISX_001025_d Readng measired vakies: (1%) — |

If an activation token has not yet been generated, answer “No” to the following
guestion:
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5 Offbosrd Diagnastic Information System Seprice - 523
Importer: Vehicle identification no.: W .-..ﬁ
Dealer: Engine: all engine codes t@ \°
Job: - 0 Y

| Controt units | Results

Measured values - Show measured values

0015 - Airbag  (UDS 7 ISOTP / SWASS8655A / 0500 / 006 | EV_AirbaVW40SMEVW3EX / 001024) |Nx;ess authorisation '_| | ‘G) |
1 €3 Progress dish B @
Name V= ittt 1 ,mh 1 ]| o
4 [MAS18157]_SFD activated status rﬂ | now | | (a3 Testinstruments |
|

| ——

Role of vehicle diagnostic to be protected Ny -

¥ incycles | ‘ Info
Application case ‘Manual SFD activation' Is being execuied...

Type of vehicle diagnosiic to be protected Mi | Q 5 qg Admin B
e L o ittait e B )
Status of veticle diagnostc o be protecied S © vart 70 i S
Protocol £
Duration of vehicie diagnostic to be protected NoF Do you have a valld SFD token for the following control unit?
21 - Alrbag
Yes @ No Data ¥
T Exfras ¥
I Next | Cancel
Help ¥
il | Infarmation s
0015 - MW | | |
x| » B2 O
EV_AkrbinVWAOSMEVWISX_001028_d b —

The activation request structure generated by the control unit is required so that the
SFD back end can generate an activation token. You can now either copy the
structure to the clipboard or save it in a file:

55 Offbosrd Diagnastic Information System Serrice - 523
Importer: Vehicle identification no.: W
Dealer: Engine:
Job: =

| Controt units | Results

Measured values - Show measured values

Usze the SFD IT backend to generate an SFD token from the activation query structure.
To do this you must have a valld account In the SFD |T backend.
0015 - Arbag (UDS / I1ISOTP / SWAS58655A / 0500 / 00|

Activation query struciure: | Eﬂ?@ﬂ_ﬂl
fame B536733406002B06010401990A801 10A01007 15323545352205453523 1392E30 : 1 —————————————————
4 [MAS18157] SFD activated status 332E313931353732303033300000000800000 16DCFBADSED e | Lo Testinstruments J
Role of vehicle diagnostic to be protected N | ﬂ Infia

cycles
s | | Admin B

Type of vehice diagnostic to be protected

Status of vehicle diagnostic 1o be protected

Protocol #
Duration of vehicle diagnostic to be protected
Data 3
Extras %
[ | [ 1 [ | Help ¥
|- | Capy lo clipboard | | Saveas fie | | Back |Caru:aII
T _— _ _ ] Information ¥
] (=]
iy X » = o
| EV_ ArbaVWADSMEVIWISX_001025_d Resding massured valies: (0%) — |

Then open the “SFD” application in the Dealer Portal:
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VOLKSWAGEN AG Dealer portal.

Welcome.

| administrate

B Applications M System messages B Motifications

Please select one of the following applications:

DISS Monitor
Elektronisches Service Auskunftssystem [ELSA)
ElsaPro
Feedback Monitor
Lokale Benutzerverwaltung
0DIS eShop
wagen Infohet

Volkswagen ServiceNet

You can access these applications via internet -
Feedback Monitor W

I akrate Reanntyervanwaltnnn

Then you can access the token generation website of the SFD back end. There you
enter the previously determined activation request structure and the vehicle
identification number and select the brand:

SFD - Vehicle Diagnostics Protection This system is classified as confidential!

TOKEN RETRIEVAL @
#® > Tokenretrieval > Manual SFD activation

This screen provides the fallback solution to retrieve SFD tokens for unlock request structures.

Q Here you can enter the unlock request structure (hex) for the token:

65367334060D2B06010401990A8D1110A01007153235453522D54535231392E30332E313931353732303033300000000B0000016DCFBL

Or upload the unlock request structure (hex). Only text files (ixt) can be uploaded:

CLEAN UP REQUEST STRUCTURE

Please select the brand of the vehicle:

Volkswagen X |

Please enter the 17 digits VIN of the vehicle:

WVWZ

REQUEST A TOKEN

Token output (hex):

The required activation token is generated by clicking on “Request a token”:
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This system is classified as confidential!

TOKEN RETRIEVAL

©)

REQUEST A TOKEN
Token output (hex):

7f218201d17f4e495f290170420d4445555657475053460000000b714c33060d2b06010401990a8d110a01000153225453522d5453523139
2e30332e313931353732303033300201010000016dd48b607e5f37820180360a75eda24e29177e077b2b23d7a76a6852bcaf15dafd176019
60c62d6b0Be7Bf8cc5acB64149%fcadbafSdfe3623333bbdfo6f9f481d08353b5d83d7f06a80db1adf8002a118bc25bBea8246859dc4f0c54ed
2688e31eeal5h154567693de1ecB39863508e51d4c26ca77c08feal 50080be3734f7591c1 e8c2d872e3e95341340d8027fae57624c6%da24e
5f11e99aa820ada103b3454fa4f29a0d58216275e86bfc8fe53d7alab8celfaf1a182bc96f4440a1d541c8652¢f882ef67d6 1 4ecfectfefdfe6bB
47e615822bf8e64674371c9b72fefzc15fe21a2421e2eb370a7c8066500716a52f70bdbb7ab66f16ce2ebdfbfa7983a519¢a18363(7e65cfe546
b827f6072a61cde2de768f7d2a69f359cBa1f9b6de939c52b6dddTe5dd7bbdelachbfdSeB3cdbdi21e3cbdba5608975ab5006d3f2b75c3afe955

fd02954292¢c1ae0foadeB6 ] 6c1f8e5c973be70f70a494c0d0857a6783c27b743d90bff251 efBaca9ab701ac5d2eaBb7e845e3517a1b1faa7a%
2371e857eb76de69b0272ba

& DOWNLOAD TOKEN COPY THE TOKEN TO THE CLIPBOARD

Back in ODIS, once you have the required activation token, answer “Yes” to the
following question:

5 Offboerd Diagnostic Informetion Syviem Sggage 2 =

Importer: Vehicle identification no.: WVW -
, @ % o
Dealer: Engine: all engine codes
Job: - a i)
Control units Resulls: Operating modes &

Measured values - Show measured values

il oy | Self-diagnosis
0015 - Airbag (UDS / ISOTP / SWAGS9655A / 0500 / 006 | EV_AlrbaVWA40SMEVWIEEX / 001024) |Access authorisation =| | & | [ ¢ s s ]
Iean, 2| ©
MName V! f' oA ome Eefresh - o
| .
4+ [MAS18157] SED activated status o now | | (23 Testinstruments
Role of vehicle diagnostic to be protected MNe | Y incycles I ﬁ Infa
Application case ‘Manual SFD activation' Is being execuied... —
Type of vehicle diagnosiic to be protected Mg | Q 5 ‘uhd Admin 8
Status of vehicle diagnostic 1o be protected g _—
X Do you have a valid SFD token for the following control unit? Protocol ¥
Duration of vehicle diagnostic to be protected  No Gctiva 21- Mirbag
@ Yes No Data 3
— —. . e
Nexi | | Gancel | s
Help X
| | | Information £
=] £
oots - X [» & [0
EV_AkrbinVWAOSMEVWISX_001028_d Readng measired vakies: (100%) — Y

Then enter the activation token, either via the clipboard or from a file:
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51 Offiscars Dingnostic Information System Sence - 523

Importer: Vehicle identification no.:
Dealer: Engine:
Job: = -
e - 1 <3 Manual SFD activation
Control units | Results |

all engine codes

Please copy the SFD token to the text field and then activate the confrol unit.

Measured values - Show measurd

0015 - Aitbag (UDS / ISOTP / BWASS

Mame

4 [MAS18157]_SFD activated status.

SFD token: | Paste from dipboard | | Paste from file

Operating modes

| __‘.Sglf-djag_rpsl;

| L8 Testinstruments |
_—

Roale of vehicle diagnostic to be | @ Infa I
Type of vehicle diagnosiic to be 5 | ':.8 Admin | B
Status of vehicle diagnostic 1o b !
I Protocol #
Duration of vehicle diagnostic to
Data 3
Extras ¥
Help ¥
| | ] Information #
i =
d
| |
oot -w X » [ (o
EV_AkrbinVWAOSMEVWISX_001028_d SecutyicoassFuncionlob L

Please note:

Each activation token is specific to the control un

4. Locking the control units again

it and usable only one time!!

When using Guided Fault Finding SFD-protected control units are automatically
locked at the end of the diagnostic session. Otherwise they are also automatically
locked again 90 minutes after activation.

Each control unit can also be locked again manually, however, by clicking the “Block
control unit” button for an open control unit:
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BERVICE

QMMWWWW&’J - = = Eﬁ 7 |
Importer: Vehicle identification no.: W 4 ’
Dealer: Engine: all engine codes 1‘! ©
Job: = 0 v

| Controt units Results| Operating modes Y] =

Measured values - Show measured values

0015 - Aitbag (UDS / ISOTP / SWAS58655A / 0500 / 006 / EV

MName Value m
[MAS 181571 SFD activated status. ‘ now | La3 Testinstruments
Role of vehicle diagnostic to be protected Basic [ Activation information ¥ incycles | a Infa
Type of vehicle diagnosiic to be protected Short: 1 ::::ﬂu:nny Bcatod m. 0 5 v.g Admin B
type Short: ime-controfled
Status of vehicle diagnostic 1o be protected SFD Minutes cumently left VO] 89 min

SFD individualization feature set

Protocol ¥
Duration of vehicle diagnostic to be protected  [VO]_8¢

Data ¥

Extras %

Help ¥

—— Information ¥
(=] | | B—

B ¥ [» @ o
'Btmvumwm_nmm_a mwmxm: = — -

Answer “Yes” to the corresponding enquiry:

55 Offbosrd Diagnastic Information System Serrice - 523 11 e 0] |

Importer: Vehicle identification no.: W 4
Dealer: Engine: all engine codes Vp 1! \°
Job: == 0 v

fCommluriIs Results | = A e T Operating modes £

Measured values - Show measured values n |

0015 - Arbag (UDS /ISOTP /SWAISO655A /0500006 1EV)| SRR f'F| )
Mame Value £ !m
[MAS 181571 SFD activated status. | i now | La3 Testinstruments
Role of vehicle diagnostic to be protected Basic ¥ incycles | a Infa
Type of vehicle diagnosiic to be protected Short: th) 0 5 1.9 Admin E

Status of vehicle diagnostic 1o be protected SFED ingll

Protocol ¥
Duration of vehicle diagnostic to be protected  [VOL88 |
Data 3
Extras %
Help v

&= : |

| EV_ AlrhaVWADSMEVW3SX_001025_d

The activation status now shows that the control unit is locked. You can then activate
it again:
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BERVICE

Importer: Vehicle identification no.: W '_’ 1 \°
Dealer: Engine: all engine codes !
Job: = 0 v
| Gontrat units Results| e T E Operating modes Y] =
Measured values - Show measured values 0 ‘
3 - — (=
0015 - Airbag (UDS / ISOTP / SWASS085EA / 0500 / 006 | EV, = S AR fpn '_| |@|
A\
Name Value == | !m
[MAS 181571 SFD activated status. | | | now | La3 Testinstruments
Roale of vehicle diagnostic to be protected MNoacty|  Actvation Information 4 incycles @ Infa
Role curently activated Mo activation active P .
Type of vehicle diagnosiic to be protected Mo acﬁ'q-! AcH e Mo activalion acve ] 5 v.iQ Admin E
Status of vehicle diagnostic to be protected SFDing| Minutes cumentlyleft  No activation active
Activation status SFD individuakization feature set Protocol ¥
Duration of vehicle diagnostic to be protected  No actiy)|
Caonfigure function Data 2
Use case i&meamﬂon '
Extras %
¥
w Block control unk || Exit i
—— | | -
Inf ¥
+ | = ‘ K ‘ nformation

p— % [»] (=] [0

| EV_ AlrhaVWADSMEVW3SX_001025_d Readng messured vakes: {U%) i =

Alternatively, all of the control units can also be locked at once by selecting “Block
vehicle™:

Importer: Vehicle identification no.: W '_’ 5 ‘
Dealer: Engine: all engine codes 1!
Job: - e v
; - = -
| Controt units | Results | Operating modes &
Vehicle selfi-diagnosis: | emon &2 Control unit self-diagnosis: Ig"—‘ memony - |
Complete fault memory - Ref
System Transport mode S8 Event ~ L
0019 - Gateway (UDCusmmer service OBD Event ‘ oW -‘
Engine assem

0001 - Engine Cor Event 4 B wevdes (a3 Testinstruments I
0002 - Transmission Canirol Module Event 0 o | @
0003 - Brakes 1 i ) Admin E

0008 - Alr Conditloning Ewvent
. Protocol #
0009 - Central Electrics (UDS / 1SOTP /== e =/ ) 0K
Data 3
0013 - Adaptive Cruise Control Event
0015 - Alrbag (UDS /[1SOTP / SWASSSE55A / 0500 / 006 / EV_AlrbaVW40SMEVW3IEX 001024) Event Extras ¥
0017 - Dash Board Event Help -
Ik MN17 - Nagh Anacd (3] ek
4 o 7 .
Block diagram  Control unit list Installation st FManwfsr: Equiprment ¥sf
I D Self-diagnosis | I*] [E] (%)

Then the locking of the vehicle is confirmed by clicking on “Yes”.
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Offboad Diagnostic Information System Service
Unlock procedure for SFD

FFA0ARD
DiacuosTic
INFORMATION
SvsTEM

BERVICE

Importer:
Dealer: Engine:
Job: =
| Confrot units ; Results |
% : I_ ........ = ~|
System

0019 - Gateway (UDS /ISOTP | —/—/—/ )

0001 - Engine Control Module 1
9 Wamning: if you do this, you will reset the activations of all
control units for this vehicle. Would you ke to reset the acfivations
of all SFD control units for this vehicle?

D002 - Transmission Control Module

0003 - Brakes 1
0008 - Alr Conditloning
0009 - Central Electrics (UDS / 1ISOTP /== /|

0013 - Adaptive Cruise Confrol

0015 - Alrbag (UDS /[1SOTP / SWASSSE55A / 0500 / 006 / EV_AlrbaVW40SMEVW3IEX 001024) Event Extras ¥
0017 - Dash Board Event Help -
Ik MN17 - Nagh Anacd (3] ek
Er e ; Information ¥
Block diagram  Control unit list | Instaliation st Fam:rwnuy.\!sr; Equiprment st
D Self-diagnosis [_*] [E] Lo_
[ Removsishoaiecensghtsloh ="

You will receive a response as to which control units have successfully been locked:

&5 Offboard DiagnosticInformation System Sefyias - 523 & . ~ 13 - =@
Importer: Vehicle identification no.: WVW :’ 1 ‘
Dealer; Engine: all engine codes J
Job: - e v
3 b — — e e i ~
| Confrot units ; Results | Operating modes 2
Vehicle self-diagnosis: | Biock vehicie -| Control unit seit-diagnosis: | Fauit memory
System = | Refresh
0019 - Gateway (UDS /ISOTP [~ [~/ ) | now
0001 - Engine Control Module 1 (successfully: 7 /incorrecily: 1) B s || S EESSERTmEnE
0002 - Transmission Control Module j| SurcessilSED blotxing; 5 ‘ 0 ‘E
0x0003 - Brakes 1 |
0003 - Brakes 1 0x0009 - Central Electrics 4 Admin &
0008 - Ar Conditioning =
F - Protocol ¥
0009 - Central Electrics (UDS / 1SOTP /== /|
Data ¥
0013 - Adaptive Cruise Control
0015- Alrbag (UDS /1SOTP / SWASSB655A / 0500 /006 / EV_ArbaVW40SMEVWI3EX 00 1024) Event Extras %
0017 - Dash Board Event Help -
IL 017 - Nash Arard K =
T (e T | Information %
Block diagram  Control unit list | Instaliation st Fam:rwnuy.\!sr; Equiprment st
D Self-diagnosis [_*] [E] Lo_
o 1 5 =
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